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Introduction

This document provides guidance for administrators installing and configuring the MetrixInsight for CVAD
Management Pack in a Microsoft System Center Operations Manager 2012 R2/ 2016/ CB environment.

This guide covers some explanation about how the Management Pack works but also how to install and
configure it. For those who want to start quickly with the installation please consult the Quick Installation
Guide that is available in a separate document.

About

MetrixInsight for CVAD is a Management Pack for Microsoft System Center Operation Manager (SCOM)
designed to monitor your on-premise Server Based Computing (SBC) and/or Virtual Desktop Infrastructure
(VDI) platform based on Citrix® Virtual Apps and Desktops 7.x (formally known as XenDesktop and/or
XenApp).

Intended Audience
This document is written for people with a certain level of technical knowledge of Microsoft System Center
Operations Manager (SCOM).

For a smooth implementation, we recommend to discuss and plan the implementation of this management
pack with the Subject Matter Experts in the following technical area’s:

Microsoft System Center Operations Manager administrator/specialist;
Citrix Virtual Apps and Desktops administrator/specialist;

Active Directory/Group Policy administrator/specialist;
Networking/firewall specialist.

vvyyvyy

Terminology
Within this guide we use terminology, in this section we try to make clear what we mean by this
terminology.

Terminology Explanation

SCOM The product Microsoft System Center Operations
Manager

CVAD The product Citrix Virtual Apps and Desktops
(formally known as Citrix XenApp and XenDesktop)

MetrixInsight for CVAD The product name of this management pack

Server OS Machine The term used for a machine (based on a Server OS)

hosting the actual user sessions in a Server Based
Computing (SBC) environment. Most of the time
terms like “XenApp Server”, “Terminal Server” or
“Remote Desktop Server” are equivalents.

A Server OS machine is one of the components we
monitor within our management pack.

In a Virtual Desktop Infrastructure (VDI) scenario
typically only Desktop OS Machines are used.
Cccu Concurrent use (used as a license model)
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Architecture overview

MetrixInsight for CVAD makes use of Resource Pools within SCOM.

In this way you can delegate monitoring workflows to specific SCOM agents, SCOM management and/or
gateway server(s).

When implementing MetrixInsight for CVAD, our pack will automatically create resource pools for the
following components:

» Aresource pool for each discovered StoreFront server group;
» Avresource pool for each discovered Provisioning Services farm;
» Avresource pool for each discovered Virtual Apps and Desktops (XenApp/XenDesktop) site.

By default, the agents installed on the respective Citrix StoreFront/Provisioning/Delivery Controller server
will be member of their associated resource pool.

The membership of the resource pools can be adjusted as desired, as long as the member can reach the
component by means of WinRM.

OpsMgr Resource Pool — CVAD Site X
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Gateway Server(s) Farm X

OpsMgr Resource Pool — StoreFront
Servergroup X
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Gateway StoreFront
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Servergroup X

In case high availability is required, make sure to put at least three members in each resource pool.
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Prerequisites

This chapter contains the prerequisites for installation of the management pack as described in this guide.

Supported software
The following Microsoft System Center Operations Manager releases are supported:

System Center Operations Manager 2012 R2 (SCOM 2012 R2)
System Center Operations Manager 2016 (SCOM 2016)
System Center Operations Manager Current Branch

System Center Operations Manager 2019 (SCOM 2019)

vvyyYwvyy

The following Operating Systems are supported:

Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016

vvyywyywy

The following Citrix components are supported:

» Citrix StoreFront 2.6 or higher
» Citrix Provisioning Services 7.x*
» Citrix Virtual Apps & Desktops (formerly known as XenApp/XenDesktop) 7.x**

* Needs at least PVS console 7.7 or higher installed on the PVS servers
** The Citrix Studio console needs to be installed on each delivery controller

PowerShell and WinRM

All SCOM Management Servers, Delivery Controllers, StoreFront Servers, License Servers, Provisioning
Servers and Server OS Machines should at least have PowerShell 4.0 or higher installed. By default,
Windows Server 2012 R2 and up already have this prerequisite in-place.

Also Windows Remote Management (WinRM) needs to be enabled and available on the Delivery Controllers,
StoreFront Servers, License Servers, Provisioning Servers and Server OS Machines. By default, Windows
Server 2012 R2 and up already have this prerequisite in-place.

If you are using Windows Server 2008 R2 machines, the following command is an easy way to implement
this prerequisite:

Winrm quickconfig

SCOM agent

SCOM agents need to be installed and working properly on all Delivery Controllers, StoreFront Servers,
License Servers and Provisioning Servers.

For these SCOM agents the following agent property needs to be enabled: “Allow this agent to act as a
proxy and discover managed objects on other computers”.

www.gripmatix.com
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To be able to discover your CVAD environment by our management pack, make sure your Citrix CVAD
licenses are loaded and functioning within your Citrix License server.

Firewall

For the management pack to operate properly, the following firewall rules should be in place in addition to
the standard firewall ports the SCOM platform requires:

| Source ________ Protocol &port Destination _Notes |

MetrixInsight Resource
Pool members.

By default, these are
the SCOM agents from
the respective:

Delivery Controller(s)
StoreFront Server(s)
Provisioning Server(s)

WinRM (TCP 5985)

Citrix CVAD Delivery
Controller(s)

Citrix StoreFront Server(s)
Citrix Provisioning Server(s)
Server OS Machines

Citrix CVAD Delivery
Controller(s)

DCOM-WMI (TCP 135 & TCP
49152 - 65535 (dynamic port
range))

This is useful if you want to
assign a static port for WMI
instead:

https://docs.microsoft.com/en-
us/windows/desktop/wmisdk/s

etting-up-a-fixed-port-for-wmi

Citrix License server

This is only
required
when the
license
server name
configured
within your
CVAD site
configuration
isa DNS
alias or
cluster
name.

Run as account

A domain user account with the at least the following minimal permissions need to be configured, as this
account will be used as the Run As account within SCOM:

» Member of the Active Directory Domain Users Global Security Group.
» Read Only Administrator Role permissions within the Virtual Apps and Desktops site(s) (configure via

Citrix Studio).

» Member of the local Administrators group on all Provisioning Servers.

v

Farm Admin Role permissions for Provisioning Services (configure via Provisioning Services Console).

» Member of Remote Management Users Local Security Group on Delivery Controllers, StoreFront
Servers, License Servers, Provisioning Servers and Server OS Machines*
» Allow Enable Account and Remote Enable permissions at the namespace ROOT\CIMV2 within WMI
Control on License Servers and Server OS Machines.

The security properties for WMI control can be found in the following console:

www.gripmatix.com
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Security

Security

Security for ROOT\CIMV2

GFBLID or User names:
52, Autherticated Users
82, L0CAL SERVICE
82, NETWORK SERVICE

1 svc_ommon (sve_ommon@mvonline nl)

.Q%Adminislr:durs {VCO1\Administrators)

Permissions for swc_ommon Allow Deny
Provider Write O O |~
Enable Account O
Remote Enable [
Read Securty O o =
Edit Security O [

For special pemissions or advanced ssttings.
click Advanced.

* = When using Windows Server 2008 R2 as Operating System for these components, make the Run As
account member of the local administrator group instead.

(Optional) external instances
MetrixInsight for CVAD uses a few external management packs to embed a complete stack in the topology
view, like SQL databases and Active Directory. These external instances are optional and not required for

our management pack to function.

If you would like to make use of this feature in our management pack, the following external management
packs should be imported in your environment. These packs are available and can be downloaded for free

at Microsoft.com

» Microsoft System Center Management Pack for SQL Server 2008-2012
https://www.microsoft.com/en-us/download/details.aspx?id=10631

» Microsoft System Center Management Pack for SQL Server 2014
https://www.microsoft.com/en-us/download/details.aspx?id=42573

» Microsoft System Center Management Pack for ADDS
https://www.microsoft.com/en-us/download/details.aspx?id=54525
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Windows policy

As the workflow runs under a domain user account, the Windows User Profile service needs to be
configured to not forcefully unload user profile on logoff. This is enabled by default since Windows Vista/
Server 2008. More information about this behavior can be found here: https://support.microsoft.com/en-

us/help/2287297/a-com-application-may-stop-working-on-windows-server-2008-when-a-user

By default the workflows run on the StoreFront Servers, Delivery Controllers and Provisioning Servers.

The following policy needs to be configured on the machines running the workflow by using a local or
domain policy:

1. Computer Configuration > Administrative Templates > System > User Profiles
2. Inthe right pane, double-click on Do not forcefully unload the user registry at user logoff.
3. Inthe resulting window, click in the radio button Enabled.

m Do not forcefully unload the users registry at user logoff

Previous Setting | |  Next Setting

O Not Configured ~ COmment: A

® Enabled

O Disabled v
Supported on: [ At |eact Windows Vista A

Options: Help:

This policy setting controls whether Windows forcefully unloads | ~
the user's registry at logoff, even if there are open handles to the
per-user registry keys.

Note: This policy setting should only be used for cases where
you may be running into application compatibility issues due to
this specific Windows behavior. It is not recommended to enable
this policy by default as it may prevent users from getting an
updated version of their roaming user profile.

If you enable this policy setting, Windows will not forcefully
unload the users registry at logoff, but will unload the registry
when all open handles to the per-user registry keys are closed.

If you disable or do not configure this policy setting, Windows
will always unload the users registry at logoff, even if there are
any open handles to the per-user registry keys at user logoff.
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Installation

The following steps need to be done to perform the installation of the management pack.

Create AD Domain user account
» Create an AD Domain User Account with the permissions described in the prerequisites section of this
guide.

Create Run As account
> Navigate to SCOM Console | Administration | Run As Configuration, right-click Accounts and click
Create Run As Accounts.

» Click Next.

2 Create Run As Account Wizard X

Hfa General Properties

Introduction

General Properties

Specify general properties for the Run As account

Credentials
Distribution Security Select the type of Run As account that you want to create, and then provide a display name and

description.
Completion e

Run As account type:
|Windows ~

Display name:

Description (optional):

» Inthe Display name field, write down the name of the Run As Account. Leave the default selection
Windows selected in the Run As account type list.

www.gripmatix.com
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% Create Run As Account Wizard

E General Properties

Intreduction

Specify general properties for the Run As account

Credentials
Distribution Security Select the type of Run As account that you want to create, and then provide a display name and
description.
Completion
Run As account type:
|W'indows ~
Display name:
|CN‘AD Monitor Account]
Description {optional):
< Previous | | MNext > Create
» Click Next.

@2 Create Run As Account Wizard

E Credentials

Introduction
General Properties

Distribution Security

Completion

Provide account credentials

Provide credentials for this Windows Run As account.

User name:

| |
Password:

| |
Confirm password:

| |
Domain:

< Pravious

Mext >

Create

Cancel

www.gripmatix.com
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» Provide the domain user account credential details you created in the previous paragraph and click
Next.

% Create Run As Account Wizard X

E Distribution Security

Introduction

General Properties Select a distribution security option

Credentials

Distribution Security The credentials for this Run As sccount must be distributed to the agent-managed computers or

Complet management servers to perform the monitoring operations that are associated with a Run As prafile.
ompletion

Distribution cannot occur until the Run As account is added to a Run As profile.

Select a distribution security option for this Run As account:
() Less secure - | want the credentials to be distributed automatically to all managed computers.

Caution: Administrators of all recipient computers will be able to access the Run As account
credentials

(@ More secure - | want to manually select the computers to which the credentials will be distributed.

W o || o |

> Select Less Secure to have the credential distributed to all agents or More Secure to select the specific
agents you want the credential distributed to. Click Create.

By default, these are the agents on the Delivery Controllers, License Servers, StoreFront Servers and
Provisioning Servers.

www.gripmatix.com
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& Create Run As Account Wizard X

‘; Run As Account Creation Progress

Introduction

General Properties ‘Wizard completed successfully

Credentials

Distribution Security You have successfully created this Run As account.
Completion

You must now associate this Run As account with an appropriste Run As profile. You can edit
an existing profile or create a new ane.

< Previous MNext = Close Cancel

» Click Close.

Extract and import the management pack in SCOM
» Extract the management pack zip file you received by email from GripMatix. It should contain the
following files:

D Metrixlnsight.EndUserComputing.Citrix.CWVAD.Extinst. mpb
D Metrixlnsight.EndUserComputing.Citrix.CVAD.mpb

D Metrixlnsight.EndUserComputing.Citrix.Dashboards.mpb
D Metrixlnsight.EndUserComputing.Citrix.LS.mpb

D Metrixlnsight.EndUserComputing.Citrix.PS.mpb

D Metrixlnsight.EndUserComputing.Citrix.SF.Extinst mpb
D Metrixlnsight.EndUserComputing.Citrix.SF.mpb

D Metrixlnsight.EndUserComputing.mpb

» Import these management pack files by navigating to SCOM Console | Administration and right-click
Management Packs.

www.gripmatix.com
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Administration < Management Packs
a3l Mané!_qement Servers A Q Look for: [
& Pending Management
E UNIX/Linux Computers Name
| % Management Packs ] ——e e
4 [ Network Managemq L Discovery Wizard...
5 Discovery Rules nc
Network Devices | = Create Management Pack Lc

5* Network Devices P %
4 -1 Notifications
= Channels ‘i Import Management Packs... ne

& Subscribers

Download Management Packs ... nc

i 1oe nc
=| Subscriptions & New User Role '
& nc
oo At beibarEie s i Create Run As Account...
25 Internal Connector ge
23 Resource Pools 2. Create Run As Profile... 5
4 &% Run As Configuratig ¢
& Accounts == New channel 'R
2. Profiles %1 New subscriber... e
20 UNIX/Linux Accour| L
4 & Security “2l New subscription... y
% User Roles ¢
% User Ro <
@ Settings ™ Add Management Group 9
< Ti Refresh F5 <
- /-
Discovery Wizard... ‘S5Active Directory ¢
» Click Import Management Packs
[ Import Management Packs X

E"{gﬁ Select Management Packs

Select Management Packs

4 Add - 7 Properties .. X Remove

Import list :
Release License
Name Version Date Status Terms
Status details -
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» C(lick Add and then Add from Disk ...

Online Catalog Connection

Some of the management packs you select may have
dependendes that cannot be located locally.

Would you like to search the online catalog for
these dependencies?

v ]

» Inthe Online Catalog Connection popup click No.

Naam

MetrixInsight.EndUserComputing.Citrix.CVAD.ExtInst. mpb
MetrixInsight.EndUserComputing.Citrix.CVAD.mpb
MetrixInsight.EndUserComputing.Citrix.Dashboards.mpb
Metrixinsight.EndUserComputing.Citrix.LS.mpb
MetrixInsight.EndUserComputing.Citrix.PS.mpb
MetrixInsight.EndUserComputing.Citrix.SF.ExtInst. npb
MetrixInsight.EndUserComputing.Citrix.SF.mpb
MetrixInsight.EndUserComputing.mpb

Gewijzigd op

30-
30-
30-
30-

30
30

30-
30-

10-2018 11:26
10-2018 11:26
10-2018 11:26
10-2018 11:26
10-2018 11:26
10-2018 11:26
10-2018 11:26
10-2018 11:26

Type

MPB-best
MPB-best
MPB-best
MPB-best
MPB-best
MPB-best
MPB-best
MPB-best

All Management Packs (*.mp; *.I ~

Annuleren
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» Select all management pack files and click Open in the Select Management Packs to import windows

box.
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li Import Management Packs

E}_s_; Select Management Packs

Select Management Packs

@ Help

. 4 Add - ' Properties .. X Remove
Import list -
Name Version Release Sta
Date

Metrixinsight End User Computing Citri D External Instances - Subscription End Date: 714

v Metrixinsight End User Computing Citrix CVVAD - Subscription End Date: 7/14/2020 100103
v Metrixinsight End User Computing Citrix Dashboards - Subscription End Date: 7/14/2020 100103
v Metrixinsight End User Computing Citrix License Server - Subscription End Date: 7/14/2020 1.0.0.103
W/ Metixinsight End User Computing Citrix Provisioning Services - Subscription End Date: 7/14/2020 100103
J Metrixinsight End User Computing Citrix StoreFront External Instances - Subscription End Date: 7/14/2020 1.0.0.103
v Metrixinsight End User Computing Citrix StoreFront- Subscription End Date: 7/14/2020 1.0.0.103
W/ Metixinsight End User Computing Citrix Library - Subscription End Date: 7/14/2020 100103
< b4
Status details -

This management pack is ready to \mpun.|

» C(lick Install.

I Import Management Packs

E“{? Import Management Packs

Select Management Packs

Downloading and imparting the selected management packs.

@ Help

Name Version Status
v Metrixinsight End User Computing Citrix Library - Subseription End Date: 7/14/2020 100703 Imported
W Metrixinsight End User Computing Citrix CVAD - Subscription End Date: 7/14/2020 100103 Imported
v Metrixinsight End User Computing Citrix CVAD External Instances - Subscription End Date... 1.0.0.103 Imported
v Metrixinsight End User Computing Citrix License Server - Subscription End Date: 7/14/2020 1.0.0.103 Imported
W Metrixinsight End User Computing Citrix Provisioning Services - Subscription End Date: 7/ 1.0.0.103 Imported
v Metrixinsight End User Computing Citrix StoreFront - Subscription End Date: 7/14/2020 1.0.0.103 Imported
/' Merixinsight End User Computing Citrix Dashboards - Subscription End Date: 7/14/2020 100103 Imported
| / | Metrixinsight End User Compuing Citrix StorsFront Extenal Instances - Subscription End lmpored [ ]

Import Status Details :

» Click Close when the importing process has been finished.
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Assign Run As Account
> Navigate to SCOM Console | Administration | Profiles.

Administration

% Management Packs
4 (3 Network Management
5 Discovery Rules
Network Devices
¥ Network Devices Pending Management
4 - Notifications
= Channels
A Subscribers
L] Subscriptions
& Product Connectors
29 Internal Connectors
44 Resource Pools
4 # Run As Configuration
< Accounts
2. Profiles
40 UNIX/Linux Accounts
i Security
% User Roles
@ Settings
I System Center Advisor
& Advisor Connection
‘& Advisor Managed

[N

N

N

< >

Discovery Wizard...

Profiles (46)
Name
2 Microsoft.SystemCenter.WebApplicationSolutions. RunAsPrc
3‘ Active Directory Based Agent Assignment Account
2_AD MP Account
2 Agent Health OpsMgr Database Account
3‘ Always On Discovery Account
3‘ Always On Monitoring Account
2 APM CSM Encryption Profile
s‘ Automatic Agent Management Account
3‘ Certificate Signing Account
s‘ Client Monitoring Action Account
s‘ Connected Management Group Account
1 Data Warehouse Account
2 Data Warehouse Report Deployment Account
2 Data Warehouse SQL Server Authentication Account
2 Default Action Account
L![‘ MetrixInsight Citrix RunAs Profile
2 Microsoft SQL Server 2016 Discovery Run As Profile
2 Microsoft SQL Server 2016 Monitoring Run As Profile

Double-click the Metrixinsight Citrix RunAs Profile and click Next.

2, Run As Profile Wizard

ey General Properties

Introduction
General Properties y , .
Specify the Run As profile’s general properties
Run As Accounts -
Completion As a best practice, you should save new Run As profiles into a new management pack.

Display name:

[MetrixInsight Citrix RunAs Profile}

Description (optional):

This profie is used to discover and monitor Citrix CVAD stack components.

Select destination management pack:

MetrixInsight End User Computing Citrix Library - Subscription End Date: 7/14/2020 v =,

» Click Next again.

www.gripmatix.com



@ GripMatix

&5 Run As Profile Wizard

ey

Introduction

Run As Accounts

General Properties Add Run As account

Completion

Add a Run As account to this Run As profile. Additionsl Run As accounts can be added to manage specific classes. groups. or objects.

Run As accounts:

Account Name Associati Used For Class Path

Next>

< Add.

Save Cancel

” Edit.. & Remove

> Click Add...

& Add a Run As Account

O >

Select a Run As account to add to this profile. Choose an account that has privileges that are sufficient to manitor
the objects that you specify.

Run As account:

This Run As Account will be used to manage the following objects:
(® Al targeted objects
(O A selected class. group, or object:
Selecty
DR Cancel

> Inthe Run As account list select the Run As account you have just created.

& Add a Run As Account O

Select a Run As account to add to this profile. Choose an account that has privileges that are sufficient to monitor
the objects that you specify.

Run As account:

‘C’VAD Monitor Account (mvonline.nl)

This Run As Account will be used to manage the following objects:
(@) All targeted objects
() A selected class. group. or object:
Selechs
oK || cancel

www.gripmatix.com
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» Inthe This Run As Account will be used to manage the following objects: option list, leave the
default setting All targeted objects selected.
» Click OK.
» Click Save.

If you had selected the Less secure option in the previous paragraph, when creating the Run As
account, click Close. Check screenshot below.

@, Run As Profile Wizard *

LJ
,”0 Completion

Introduction

General Properties
Wizard completed successfully
Run As Accounts —_—

Completion

Credenials for any less-secure Run As accounts included in this profile will be diskibuted
automatically.

i you did notinclode any Fun As accouris in s rofle, Operatons Manager wil
tiempt fo perform monitoring operations on all targeled objecls using the Default Action
T T T e e e e P T
proeclod resources in the natworc To avoid his problam, e e wizerd,open
e it ieeote O e e o i

To exit the wizard, click Close.

< Previous Hext > Save Close

If you had selected the More secure option, click the link in the More-secure Run As accounts field
which redirect you to the assigned Run As Account settings. Check screenshot below.
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2, Run As Profile Wizard

.
. Completion
£« T

Introduction

General Properties Wizard completed successfully
Run As Accounts -

Completion Credentials from less-secure Run As accounts are distributed automatically. Credentials from more-secure Run As accounts must be distributed manually.

A, One or more objects selected in this profile may not be monitored if Run As are not di to the
servers. Click a Run As account to update its distribution.

agents or

More-secure Run As accounts

«/ CVAD Monitor Account (mvonline.nl}

< Previous Next> Save Close

» Click the link to your Run As Account settings.

% Run As Account Properties - CVAD Monitor Account (mvonline.nl) >

General Properties Credentials Distribution
Disk

ution

() Less secure - | want the credentials to be distributed automatically to all managed computers

Caution: Administrators of all recipient computers will be able to access the Run As account
credentials.

(@) More secure - | want to manually select the computers to which the credentials will be distributed

Selected computers: g Add.. X Remove

Name MName

Where is this credential used?

ok | | cancel | | apply

> Click Add ...
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Computer Search

To add computers. search for available computers and then add
them to the selected comouters list

Option

Search by computer name (Default)

Filter bv (optional):

Available items
Name
Selected objects
Name
Cancel

6\3 GripMatix

> Use the filter field and Click Search to find all computers you want the Run As account distributed to.

You need to distribute the Run As Account to all Delivery Controller, StoreFront and Provisioning
Server computers from respectively the CVAD Sites, StoreFront Computer Groups and Provisioning
Services Farms that you want to have monitored by the MetrixInsight for CVAD management pack.
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6\3 GripMatix

When the management pack files have been imported the discovery of objects starts and can take up to 4
hours. When done you should see your Citrix Virtual Apps and Desktops stack components using the

following state and topology views:

4 (g Metrixinsight for Citrix CVAD
@ Alerts
b CvAD Catalog
[ cvaD catalog
=] cvaD Delivery Controller
5] cvaD Delivery Group
] cvap Delivery Group
[E¥| CcvAD Hosting Connection
54| cVAD Server 0S Machine
%] cvAD Server OS Machine
ﬂ CVAD Service
4 cvAD site
] cvaD site
(] cvAD Zone

4 (ig Metrixinsight for Citrix CvAD Dashboards
@] Alerts
[@] cvAD End User Computing
=] Topology

4 (g Meftrixinsight for Citrix License Server
@] Alerts
] License
ﬂ License
(2] License server
ﬂ License Services

4 ([g Mefrixinsight for Citrix Provisioning Services

@] Alerts
ﬂ PWS Farm
(2] pvs server
H PWS Server
| pvs service
] pvs site
(] pvs store
5 pvs store
ﬂ PWS vDisk
4 (ig Metrixinsight for Citrix StoreFront
@] Alerts
%] SF Group
(2] SF server
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Configuration

Multi-tenant

Our management pack is able to monitor multiple Citrix Virtual Apps and Desktops environments in
different domains. This multi-tenant scenario is typically seen at Managed Service Provider's (MSP) that
monitor different customer environments by using SCOM in a gateway server setup.

In order to be able to monitor multiple Citrix Virtual Apps and Desktops environments in different domains,
the following configuration in SCOM needs to be configured.

For each domain environment where one or more CVAD environment need to be monitored, a SCOM group
with a corresponding Run-As account needs to be defined as follows:

» Create a new Group for each domain using the “Create Group Wizard” and make sure to store it in the
Microsoft.SystemCenter.SecureReferenceOverride management pack.

£ Create Group Wizard

F“ Voer een naam en beschrijving in voor de nieuwe groep.

Algemene eigenschappen
Explicit Members
Dynamic Members [Entenaimiendlynaneanddssciption
Subgroups

Name:
Excluded Members I

- mvonline.n|

Description:

Management pack

Select destination management pack-

Microsoft SystemCenter R Override V‘ | New.

» Configure dynamic members for this group based on the following formula, where the value field
contains the targeted domain for this group.
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Create Group Wizard - Query Builder

‘Select the desired Class and click the Add button to begin building the formula:

Provisioning Services Store

Add

e Insert v| Delete X | Formula %

Property Operator Value

5 OR group (any of these is true)

BAND group for CVAD Site (control layer) {all of these are true)

Delivery Controllers Contains mvonline.nl

BAND group for CVAD Site (hardware laver) {all of these are true)

Delivery Controllers Contains mvonline.nl

BAND group for CVAD Site (resource layer) (all of these are true)

Delivery Controllers Contains mvonline.nl

BAND group for CVAD Site (user laver) (all of these are true)

Delivery Controllers ‘Contains mvonline.nl

B AND group for Citrix License Server (all of these are true)

Windows-computer.Principatnaam  Contains mvonline.nl

BAND group for CVAD Delivery Controller (all of these are true)

Windows-computer Principaknaam  Contains mvonline.nl

BAND group for StoreFront Server (all of these are true)

Windows-computer.Principatnaam  Contains mvonline.nl

B AND group for Provisioning Server (all of these are true)

Windows-computer Principatnaam  Contains mvonline.nl

BAND group for CVAD Delivery Controller (Seed) (all of these are true)

Windows-computer Principatnaam  Contains mvonline.nl

BAND group for StoreFront Server (Seed) (all of these are true)

Windows-computer.Principatnaam  Contains

mvonline.nl

B AND group for Provisioning Server (Seed) (all of these are true)

Windows-computer Principaknaam  Contains

mvonline.nl

BAND group for StoreFront Server Group (all of these are true)

StoreFront Servers Contains

mvonline.nl

BAND group for Provisioning Services Store (all of these are true)

» Provisioning Servers Contains

mvonline.nl

e

» For each domain, create a corresponding Run-As account as described in the installation section.

Administration

 Tune Management Packs
| Updates and Recommendations
4 [ Network Management
5 Discovery Rules
% Network Devices
:_é Network Devices Pending Management
4 [ Notifications
|z Channels
& Subscribers
Subscriptions
4 3@ Operations Management Suite
& Connection
& Managed Computers
% partner Solutions
4 & product Connectors
&5 Internal Connectors
24 Resource Pools
a ‘ﬁﬁu Run As Configuration
1 Accounts
2. Profiles
4 UNIX/Linux Accounts
4 (5 Security
2 User Roles
@, Settings

Discovery Wizard...

! Monitoring
_//T Authoring

" Administration

m My Workspace

Accounts (13)

Name

4 Type: Action Account (3)
eActie—account van netwerkservice
& MVONLINE\sve_ ommaa
eUNKNOWN\svc,ummaa

4 Type: Windows (10)
7 AD Mornitor Account (mvonline.nl)
&AD Monitor Account (unknown.local)
kCVAD Monitor Account (mvonline.nl)
kCVAD Monitor Account (unknown.local)
&Data Warehouse Action Account
&Dma Warehouse Report Deployment Account
&SQL Monitor Account (mvonline.nl)
7 5QL Monitor Account (unknown.local)
&Winduws Lokale systeemaccount
&.Winduws—accuunt Netwerkservice

Ready
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» Open the properties of the MetrixInsight Citrix RunAs Profile.

Administration < Profiles (51)

@ Agent Managed ~  Q, Look for: |

| FindNow  Clear

[+ Agentless Managed
& Management Servers
& pending Management
E UNIX/Linux Computers
% Management Packs
4 (5 Network Management
5 piscovery Rules
MNetwork Devices
¥ Network Devices Pendi
4 - Notifications
|i= Channels
&7 Subscribers
| Subscriptions
@ Operations Managemen
& Connection
+i Managed Computers
@ Partner Solutions
4 & Product Connectors
5 Internal Connectors
A4 Resource Pools
4 % Run As Configuration

Name
Microsoft.SystemCenter.WebAp...
Account voor controle met uitg...
Active Directory Based Agent A...
AD MP Account

Agent Health OpsMgr Databas...
Alert Attachment Management ...
Always On Discovery Account
Always On Monitoring Account
APM CSM Encryption Profile
Automatic Agent Management ...

Certificate Signing Account
Client Monitoring Action Accou
Connected Management Group...
Data Warehouse Account

Data Warehouse Report Deploy...
Data Warehouse SQL Server Au...

Description

Dit profiel wordt gebruikt voor controles die alleen kunnen worden uitgevoerd...
Account used by AD based agent assignment module to publish assignment s...
This account is assigned to the AD MP Replication Monitoring rules. Please see...
Account used to access the Operations Manager database to collect agent stat
This account is used for alert attachment file share operations. This account mu...
This account will be used for script based discovery of Always On objects

This account will be used for script based monitoring of Always On objects

The encryption profile used to store encryption key settings for collected sensit...
This account will be used to automatically diagnose agent failures (e.g. Heartb...
This Windows account is used for signing the certificates used to secure comm...
If specified, this account is used to run all Client Monitoring modules part of va...
This profile determines which credentials are used to test connectivity between...
If specified, this account is used to run all Data Warehouse collection and sync...
This account is used by Data Warehouse report auto-deployment procedures t...
If specified, this login name and password is used by collection and synchroniz...
The default Health Service Action Account

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

This profile is used to discover and monitor Citrix CVAD stack components.

] Accounts Default Action Account
3;; Brofiles [ MetrixInsight Citrix RunAs Profile

>

Assign the Run-As accounts to the corresponding Group we made earlier.

s%‘ Run As Profile Wizard

Run As Accounts

Introduction

Genersl Properties Add Run As account

Completion

Run As accounts:

Account Name
[@) cvAD Monitor Account (mvonline.nl)
[@ cvaD monitor Account (unknown.local)

Add a Run As account to this Run As profile. Additional Run As acceunts can be added to manage specific classes. groups. or objects.

gp Add... Edit.. #/ Remove
Association Used For Class Path
Group Metrixinsight - mvonline.nl instances Group
Group Metrixinsight - unknown.local instances  Group
>
Next > Save ‘ | Cancel

Now each Run-As account will be used for the domain resources it belongs too.
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Good to know

External instance - SQL database’s
To discover the external database instances belonging to the CVAD site configuration, we will include all
discovered databases that matches the database name defined within your CVAD site configuration:

4 $§3 Citrix Studio (MVonlin
O Search
! Machine Catalogs
{5 AppDisks
£ Delivery Groups
!J Applications
[= Policies
(# Logging
4 [@» Configuration
£ Administrators
5 Controllers
M Hosting
& Licensing
2 StoreFront
[fy App-V Publishi
& AppDNA
@ Zones

p &3 Citrix StoreFront

Site Settings

Site name: MVonline

Default StoreFront address

Databases
Datastore | Database Name Server Address
Site XD75 SQLo1
Logging XD75 SQLO1
Monitoring XD75 sQLo1

This also means that if you are using a Clustered/Always-On configuration for your CVAD site database, each
database hosted on a node will be visible in our topology.
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Troubleshooting

If you experience issues regarding objects not discovering during the implementation of our product, please
review the prerequisites section in this document carefully first.

In case you need support and have a valid subscription, you may submit a support call on our website by
using the following URL: https://www.gripmatix.com/support/support-tickets
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Notice statement

Citrix®, Citrix Provisioning™, Citrix Virtual Apps and Desktops™, StoreFront™, XenApp® and XenDesktop®
are trademarks of Citrix Systems, Inc. and/or one or more of its subsidiaries, and may be registered in the
United States Patent and Trademark Office and in other countries.

The statements made and opinions expressed herein belong exclusively to GripMatix and are not shared by
or represent the viewpoint of Citrix Systems, Inc. This presentation does not constitute an endorsement of
any product, service or point of view. Citrix makes no representations, warranties or assurances of any
kind, express or implied, as to the completeness, accuracy, reliability, suitability, availability or currency of
the content contained in this presentation or any material related to this presentation. In no event shall
Citrix, its agents, officers, employees, licensees or affiliates be liable for any damages whatsoever (including,
without limitation, damages for loss of profits, business information, loss of information) arising out of the
information or statements contained in the presentation. Any reliance you place on such content is strictly
at your own risk.
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